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Abstract

Internet commerce continues to grow rapidly.    Over 60% of US households use the internet to shop online.    A secure payment protocol is required to support this rapid growth.   A new payment protocol was recently invented at IBM.    We refer to the protocol as SPP or Secure Payment Protocol.        
This thesis presents a protocol analysis of SPP.    It is essential that a thorough security analysis be done on any new payment protocol so that we can better understand its security properties.    We first develop a method for analyzing payment protocols.    This method includes a list of desirable security features and a list of proofs that should be satisfied.    We then present the results of the analysis.   These results validate that the protocol does contain many security features and properties.    They also help understand the security properties and identify areas where the protocol can be further secured.    This led us to extend the design of the protocol to enhance its security.      
This thesis also presents a prototype implementation of SPP.   Three software components were implemented.    They are the Electronic Wallet component, the merchant software component and the Trusted Third Party component.    The architecture and technologies that are required for implementation are discussed.    The prototype is then used in performance measurement experiments.    Results on system performance as a function of key size are presented.       
Finally, this thesis presents an extension of SPP to support a two buyer scenario.    In this scenario one buyer makes an order while another buyer makes the payment.    This scenario enables additional commerce services.
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